TSYS GUIDE

The Xpress-pay Team endeavors to educate and inform our clients how to use all
available tools to ensure that vital information is readily available and your
experience with ePayments is positive. To this end, this information will help you
in performing common functions such as voids, refunds, and reconciliation.

This guide was authored and is being provided as a courtesy by the Xpress-pay
Team. It contains a synopsis of information you’ll commonly need in the course of
accepting ePayments.

For additional assistance, please contact the TSYS Support Department at

(800) 552-8227, option 1. For security reasons, you will be asked for your
Merchant Identification Number (MID), which is located at the top of your TSYS
Gateway Home/Landing Page, and the physical address to which your account is
registered. Please have this information available before calling.

Logging into the TSYS Gateway

To process refunds or voids, review declined payments, or view batch
settlements, you will need to visit the TSYS website:
https://merchantcenter.transit-pass.com

The TSYS login screen will require your username. These credentials were
provided during the initial Xpress-pay setup. Click Login to proceed.

>
Username is entered here.
Merchant Center

Powesed by TSYS This will be provided to
you by Xpress-pay.

Enter Username

Version 1.08 1|Page


https://merchantcenter.transit-pass.com/

Next, you will see the following:

Your username will
show here.
Username :

Verify your Personal Assurance Message (PAM) and enter password to sign in. If the PAM displayed is not
correct, call 1-800-390-7924,

Personal Assurance Message

Your personal assurance E Password associated with
nter Password

message (PAM) is typically your username is entered

your company’s name, this here.

just let’s you know this is Enter Password

your account.

Forgot Password?

For this example, we have used a sample username and personal assurance
message (PAM).

Here, you’ll enter the password associated with your username and click “Next”.

You may also be asked a security question, which would have been provided by
an Xpress-Pay representative.
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TSYS Gateway Home/Landing Page

BANK LOGO BUSINESS NAME HERE Feedback [E)EmailUs (@ Logout
TYPICALLY HERE MID: 000000000000 Welcome, YOURNAME <

ton 117 [Viove mouse cursor over menu 11 AM TA00000
on left side to expand menu

Daily Batch Summary Merchant Id: 000000000000
M A [T 10 v

Date# | Batch | Terminal ID | Terminal Number | Swiped | Keyed Card Present | Keyed Card Not Present | All Transacti

There were no results found.

Card Type Summary Merchant Id: 000000000000
M 4 » W | [10

Card Type# Settle Count Settle Amount Return Count Return Amount Total Count Net Amount

There were no results found.

After signing in, you will arrive at the TSYS
Home/Landing page. Information you commonly
need will be on the Reports menu.

To access the menus, move your mouse pointer
over the menu to the left side of your screen. The
two icons/menus you’ll need are REPORTS and
ADMIN.

QUICK TIP: Moving your mouse pointer over the left
menu will expand the menu.

For now, let’s cover how to read your reports, as this allows you to verify
customer payments, send receipts, issue partial or full refunds, and void
payments.
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Reports

The Reports landing page has many options, but you will typically only use the
three highlighted below. Across the top is the menu for the Reports section.

Th,s Sub_menu Wi” appear /n the RepOI’tS SeCtion. YOU WI” mOSt .................................................................
commonly use the Return Details, Batch Details, and Custom Reports, |
which is where you will access Declined Details and Transaction Details.

While you can access your Declined Details and Transaction Details directly
through the main sub-menu, we recommend doing this through the Custom
Reports.

When navigating any page in the —
Reports section, it will start with a TSYS searches up to 7 days
search page to enter your search Re\p&‘u\ of '“f°:'1mat'°"[; S‘LYOU

. 3 must change the dates
parameters. For example, if you know Tip accordingly!

the transaction ID, you can search
directly for that.

L ¥ Apply Date Range
It is important to note that TSYS allows
for up to 7 days to be searched at a From Date:

08-2016
time, so you must select the correct
date range for the transactions you are To Date: 11-15-2016

searching for. It will not allow you to
search outside of the 7-day window.
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Transaction Details

This page allows you to review all your transactions details, including customer
name, date, time, type of card used, amount paid and the ability to send receipts.

Transaction Details_ TA

¥ Search ¥ Manage Optional Columns

Note: You can update a maximum of 200 transaction(s). You have selected 0 transaction(s).

Total Records: 205 | Rows perpage | 10 v || 1« « Page 1 121 » v | B | exportas [z [ (% | & | setcColumn Order |
Customer Name Transaction Date | Transaction Time | Transaction ID Transaction Type Card Number | Card Type
T T T T T T ¥
I 11-15-2016 13:33:13 B Credit Card Sale Approved === 1077
N 11-15-2016 13:24:40 B  Credit Card Sale Approved e 2666
I 11-15-2016 13:22:00 BN Credit Card Sale Approved — ===s=s=ss 2215
[ 11-15-2016 13:10:05 BN Credit Card Sale Approved e 0507

This page allows you to print or export
| = | Export As = | LA~ | = | transaction details. You can export as
an Excel file or a PDF.

Under each column you will see a symbol that looks like a funnel. This
allows you to filter your search, to look for specific customer names,
specific time, or last four digits of the credit card used for payment.

Return/Void

Using the scroll bar on the bottom reveals the amount
charged to your customer’s credit card. To the right of
this, you will see the “Return/Void” column, which is

Nao Action used to void the payment or issue a partial or full refund.
No iﬂ'“ QUICK TIP: You can void a payment on the day it was made with
Fartial the “Full” option in the dropdown. After one day, you must issue
Full a partial or full refund.
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If you select the Partial Refund option,
you need to specify the “Amount” of
the refund. However, if you select full,
you cannot edit the amount.

Scrolling the bottom bar to the right will
reveal a “RECEIPT” link. Clicking this will
launch a popup showing you a receipt,
which you can print or e-mail to anyone.
This can be used as proof to the customer
that the refund/void was issued.

Declined Details

This page allows you to see all your
declined details such as customer name,
date, time, the credit card they used, the
amount, and reason it was declined.

Declined Details_ TAIIN

v Search

Total Records: 1 ‘ Rows per page | 10 Page 1 "

Customer Name Transaction Date Transaction Time Transaction ID

¥ ¥ T ¥

| 11-09-2016 15:05:18 ]
Page Total:

Grand Total:

Typical decline descriptions you may see:

e

pelpLul

A refund typically takes
one to two business days
and can be done the day

Card Number

e 0056

T‘P after the transaction is
made and up to 6 weeks.
XPRESS PAY November 2, 2016

& LOCUST AVE

CORTLAND NY 13045

08:34 AM

Sub Total : $9.18
Taxes © 50000
TipAmount : 50,00
Fee Amount : 50000
Total Amount : $9.18
Operator ID
| credit-Return : APPROVED |

Card - ek kR R R 3516
Card Type @ VISA
Entry Mode :©  Manua
rvoice Number : 449663631
Transaction ID © 449663681

% Manage Optional Columns

| B | Exportas [0 [& (% | & | setcolumn Order |

Card Type | Transaction Amount | Decline Description | Invoice Number
¥ ¥ Y Y
Lvisa $56.76  05-Do not honor I

$56.76

$56.76

e Insufficient Funds: Not enough funds available on the card

o Do Not Honor: Bank or credit card company is not honoring this card; customer should contact
their credit card provider for more detail.

e CVV Verification: Three-digit code on the back was incorrect
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Return Details

This page shows all of the return details such as date, time, the credit card used,
and the amount returned.

Total Records: 1 | Rows perpage | 10 v | W « Page 1 1 rm | =] | Export As [En |2 [ A& | = | Set Column Order |

Transaction Date | Transaction Time | Transaction ID | Card Number | Card Type | Transaction Amount | Invoice Number | Batch Number

i i ¥ A A ¥ ¥ ¥
11-02-2016 08:34:33 I = 3516 [visa $9.18 [ ] 795
Page Total: $9.18
Grand Total: $9.18

Scrolling the bottom bar to the right will reveal a “RECEIPT” link. Clicking this will
launch a popup showing you a receipt, which you can print or e-mail to anyone.

Batch Details:
This page allows you to review all your batch details. Each batch represents one

day’s transactions. You will be able to see the total for the day to the right, and
the grand total for seven days of batch settlements.

Total Records: 6 | Rows perpage 10 v | w « Page |1 1oy | (=] | Export As = LA | (=] | Set Column Order |
Batch Number Batch Date Batch Time Terminal ID Sales Amount Return Amount Transaction Count Net Amount
¥ v ¥ v ¥ ¥ v v
807 11-14-2016 22:45:00 75634231 $707.99 50.00 69 5707.99
806 11-13-2016 22:45:00 75634231 $385.75 50.00 21 $385.75
805 11-12-2016 22:45:00 75634231 $188.67 $0.00 27 $188.67
804 11-11-2016 22:45:00 75634231 $365.88 $0.00 38 $365.88
803 11-10-2016 22:45:00 75634231 $539.44 50.00 43 $539.44
802 11-09-2016 22:45:00 75634231 5607.21 50.00 50 3607.21
Page Total: $2,794.94 $0.00 248 $2,794.94
Grand Total: $2,794.94 $0.00 248 $2,794.94

Clicking the Batch Number hyperlink will reveal the details for all transactions
placed for that day.

Congratulations! You have successfully completed the Reports section. Next, we’ll
discuss how to administer the TSYS gateway.
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[a]=[=] s |

/ [ TransIT Portal X

& Cc 0 LR S )

» Other bookmarks

XPRESS PAY Feedback [JEmailUs (@ Logout
MID:

Welcome, Fo 22

Move mouse cursor over menu
on left side to expand menu

4 4 » ¥ |
Date# | Batch | Terminal ID | Terminal Number | Swiped | Keyed Card Present | Keyed Card Not Present | All Transacti

There were no resuits found.

Card Type Summary Merchant Id:
M4 » | 10 v

Card Type# Settle Count Settle Amount Return Count Return Amount Total Count Net Amount

There were no results found.

Admin

To access the Admin menu, move your mouse pointer
over the menu to the left side of your screen. On the
popup menu, click “Admin” and open a sub-menu for
that section.

While there are several options in this section, we’re
going to focus on setting up secondary users to help

you administer your TSYS gateway.

To do so, click the “Manage Users” link.
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Admin == Manage Users == Modify User

Manage Users

| P |
Modify %7

Main Menu Admin Menu Report Menu Depariment

Select User Select Operator
Login Name *
User Type * — Select Type —

First Name *

Last Name *

Company Name

Department/Job Title

Email *

Phone

Language — SelectLanguage v

Operator Status — Select Type —

EEE

You will need to fill out everything with the red asterisk next to it, as these are
required fields.

7]

Login Name: This is what they’ll use to login, this is case sensitive.

User Type: There are two types of users you can set, Superior and Operator. A
Superior has the ability to create other users as Operators. Operator rights may
be limited, such as to refunds, voids, and receipts.

The Superior level user should be reserved for yourself. This way, you’ll receive
important e-mails alerts. The Operator level is used for secondary users that will
help you administer the gateway.

Ema!I: It’s important to set the correct — TSYS requires your

email for the user, as they will be sent T ey e

a temporary password from TSYS Re\p—Qu\ every 90 days. Login
which will be used to complete their Tip weekly to check if it’s time
enrollment. to change.
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When selecting the User Type, certain options are pre-selected under the Main
Menu tab and the Admin Menu tab, however you will need to check off additional
options for each user to properly establish their role.

Superior User Type Additional Options

Main Menu

@ Sale

l# Sale - Authorize and
Settle

Admin Menu

Report Menu

¢ Sale - Authorize Only

Department

[+ Sale-Forced Authorize

Main Menu  Admin Menu

¥ Force Return
¥ Reports

« Contact Us
%NP Batch

[« Balance Inguiry

l# Batch Functions

Operator User Type Additional Options

Main Menu

» Sale

[ Sale - Authorize and
Settle

Admin Menu

¥ Customer Database/
Recurring
v Help

[ Void

%ett\e Batch

[« Manage My Custom
Reporis

[ Lock CC Fields

Report Menu

¢ Sale - Authorize Only

[ Admin

(¢ Feedback

[ Return

(v Werify

[ Wiew Others Custom
Reporis

Department

(| Sale-Forced Authorize

[# Force Return

¥ Reports

+ Contact Us

[CJ CNP Batch

¥ Balance Inquiry

(] Batch Functions

[} Customer Database/
Recurring

4 Help

\Abwu

[} Settle Batch

Aanage My Custom

Reports
[J Lock CC Fields
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[ Admin
[ Feedback

%etu m

[ Verify

Wew Others Custom

Reports

Report Menu  Department

/Manage Users

¢ Manage Products

| Device Diagnostics [# System Information
(¢ Payment Preferences %udit Report

[ Manage Products View Apload Business Logo [ View Profile
only

[] Upload Apple Pay Key  [] Customize THP CSS [ Appearance
[J Tax Rates

Main Menu Admin Menu  Report Menu  Department

POS Reports

%enmng Settiement Details
%etum Details
ﬁarch Details

[CJ Transaction Adjustment

() Authorized Only

/Transactmn Details
%emmed Details

(J Enhanced Data Report

ﬁatcn Report by Card

Brand
Payment Types

Customer Details

Billing Schedule
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Modifying Users

To change options, click “Modify”, then under “Modify User” you will see a
“Select User” option. Select the user and then proceed to the list of options.

We recommend keeping the setting for Main Menu, Admin Menu, and Report
Menu the same as suggested when you created the user (see page 10, Superior
User Type Additional Options, and Operator User Type Additional Options).

Admin == Manage Users == Modify User

Manage Users

Modify User

Main Menu Admin Menu Repori Menu Depariment
Select User Select Operator

Login Name *

User Type * — Select Type —
First Name *

Last Name *

Company Name

Department/Job Title

Email

Phone

Language — Select Language v

Operator Status — Select Type —

ExE

Changing Password or Security Questions

In the top right of your TSYS window you will see Welcome, Your Name  #%+

"

a gear icon next to your name. If you hover the
mouse over this, it will reveal a sub-menu with
the option to Change Password or Change
Security Questions.

Changing your password is straightforward. When doing so, be mindful of the
standard TSYS password requirements.
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TSYS requires that you change your password at least once every 90 days. We

always recommend that a completely new password be selected, and that it
follow prudent rules for financial systems.

Change Password

Change Password

o Your password MUST be eight (8) to twenty (20) characters
long, it must have numbers (0-9), uppercase letters (A-Z),
lowercase letters (a-z) and special character (1,@.%.*.*.-._..).
Password will be case sensitive

Login Name: UserMame
Current Password: * |

New Password: *

Re-enter New Password: *

Changing your Security Questions will require you to confirm your current
password. It will then present the following page:

Change Security Questions

Personal Assurance Message

Your Personal Assurance Message (PAM) is a word or phrase you choose to verify you are logging into an authentic TSYS site and will be
displayed on the login page.

Personal Assurance Message: * | gystems East

Security Questions and Answers

Select and answer four security gquestions. Each unigue answer should be two (2) to sixty four (64) characters long.

Question 1-* | who is most supportive of your career? v | Answer 1:

Question 2: * What was your dream job as a child? v | Answer 2:

Question 3: * Where do you want to retire? v | Answer 3

Question 4: *
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What is your biggest pet peeve? v | Answer 4:
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Your Personal Assurance Message was defined during the initial setup process.
This can be changed, but it is typically used to help identify the merchant account.
That is helpful for large-scale clients with multiple TSYS accounts.

Next, you will see Security Questions and Answers. Select which question from
each of the four required fields and type in the answer to each. Be aware that the

answers are case sensitive.

When you click “Submit”, your new selections will be saved.

This guide was authored and is being provided as a courtesy by the Xpress-pay
Team. It contains a synopsis of information you’ll commonly need in the course of
accepting ePayments.

For additional assistance, please contact the TSYS Support Department at

(800) 390-7924, option 1. For security reasons, you will be asked for your
Merchant Identification Number (MID), which is located at the top of your TSYS
Gateway Home/Landing Page, and the physical address to which your account is
registered. Please have this information available before calling.
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