AUTHORIZE.NET GUIDE

The Xpress-pay Team endeavors to educate and inform our clients how to use all
available tools to ensure that vital information is readily available and your
experience with ePayments is positive. To this end, this information will help you
in performing common functions such as voids, refunds, and reconciliation.

This guide was authored and is being provided as a courtesy of the Xpress-pay
Team. It contains a synopsis of information you’ll commonly need in the course of
accepting ePayments.

For additional assistance, please contact the Authorize.net Support Department at
(877) 447-3938. For security reasons, you will be asked for the Gateway ID to
which your account is registered. You can find this information under Account >
Merchant Profile page, located under your company name. Please have this
information available before calling.

Logging into the Authorize.net Gateway

To process refunds or voids, review declined payments, or view batch
settlements, visit the Authorize.net website at https://account.authorize.net.

The login screen will require your
username and password. These
credentials were provided during Login ID:
the initial setup of Xpress-pay.

Please Log In!

Forgot Your Login ID?

Fasswaord:

Log I@

Forgot Your Passwaord?

Click Log In to proceed.
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https://account.authorize.net/

Authorize.net Gateway Home/Landing Page

Authorize.Net

HOME

TOOLS

o\ FEEDBACK g CONTACTUS  §¥ LVEHELP

&y HELP r» LOG OUT

Welcome: James Buttino

REPORTS TRANSACTION SEARCH ACCOUNT

Virtual Terminal | Unsettled Transactions

ANNOUNCEMENTS

3\nT

New UPDATED: System Downtime
Rescheduled

TOOLS
Virtual Terminal

Upload Transactions

Recurring Billing

Fraud Detection Suite
Customer Information Manager
Simple Checkout

Sync for QuickBooks

REPORTS
Transaction Detail

Transaction Statistics
Returns
QuickBooks Download

TRANSACTION SEARCH —
Search for a Transaction

Search by Business Day

Unsettled Transactions

Suspicious Transactions

ACCOUNT

Settings

Merchant Profile

Billing Information
Statements

Verified Merchant Seal
User Administration

User Profile

Digital Payment Solutions

Account Configuration - Suggested Settings to Review

» Review your security seifings for AVS and CCV

» Review your fransacfion cut-off fime

To learn more about Ac onfiguration and ting Payments - Click Here

Apple Pay

Apple Pay allows you to use your Authorize Net account to process in-app payments from customers
with the new iPhone & and iPhone 6 Plus. Using the Visa Token Service and similar tokenization
solutions developed by MasterCard and American Express, Apple Pay provides a solution that can
simplify the checkout process, help reduce your fraud risk, and expand your business and customer
payment options.

Authorize.Net Verified Merchant Seal™
‘When displayed on your website, our free Verified Merchant Seal increases customer confidence that
their transactions are being processed according to the highest security standards.

&)

PRODUCTS & SERVICES
eCheck.Net®

/“ Offer your customers an additional payment option. eCheck.Net enables you to accept and process
electronic check payments directly from your website, Virtual Terminal or Batch Upload.

Automated Recurring Billing™ (ARB)

ARB enables you to create "subscriptions” for recurring billings. Simply enter the customer's payment
infarmation, billing amount, and a specific billing interval and duration. ARB automatically generates
the subsequent recurring transactions for you!

Advanced Fraud Detection Suite™ (AFDS)

The Advanced Fraud Detection Suite safeguards your account using powerful transaction filters and IP
address tools to identify and prevent suspicious transactions. Flexible settings allow you to customize
the transaction filters to meet your unique business needs.

After signing in, the Authorize.net Home/Landing Page will be displayed.
Information you commonly need will be under Reports or Transaction Search

menus to the left.

The main menu is available on the top of the page. By clicking on these links,
you’ll be able to navigate the Authorize.net Gateway.
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REPORTS

HOME TOOLS REPORTS TRANSACTION SEARCH ACCOUNT

W

Transaction Detail Reports Help

This report lists all settled or declined transactions for the settlement date you select.

Report Criteria

To view details for transactions by settlement date, select an item type and a Settliement Date. Click "Run Report”

ltem Type: | Seftled Transactions v |
Date: | 05-Apr-2017 00:24:53 (eCommerce) v |

Run Report

The Reports page provides access to

your Settled Transactions and Declined — Reports show only settled
Transactions. transactions. If the
Ré\P‘Q“\ transaction was submitted

. . . ) prior to settlement, it will be

You can select which to view in the Item Tip available under “Transaction
Type dropdown. You can select the date - Search” on the top menu.

range to report.

Settled Transactions:

Transaction Details by Settlement Date Report Helo

Transaction Details by Settlement Date:

Click Transaction ID to refund a transaction, view transaction details such as reason for decline, or perform a Rebill.

Download To File | Print

1-20 of 435 results | View All | Next
Invoice 5 Payment Payment Settlement
Trans ID Number Trans Status Submit Date'¥ Customer Card Method ATt Settlement Date ATt
Seftled 04-Apr-2017 05-Apr-2017 UsD 133
40050302010 Successfully 239545 I /i hasl M XXHKBES2 USD1.33 oy :
gﬂfgsmw 04-Apr-2017 — v — USD 30554 05-Apr-2017 USD 30.54
23:22:11 TERESSA ~% 0D:24:53

Settled
Successfully

40050285933 I T:hitha M HHHHE131 1UsD 1.41 usD 1.41

00:24:53
1-20 of 435 results | View All

Click on the Date transaction was Date transaction

transaction ID for
more details.

submitted by your
customer.

was settled to your
bank account.
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Transaction Detail:

Clicking the Transaction ID# will
display details as shown to the
right.

This popup will act as a receipt you
can send to customers if needed,
or keep for your records if you wish
to print a copy.

In the upper left corner, you will
see “Refund”. Clicking this button
will open a Refund window, giving
you the ability to do a partial or full
refund to the client’s credit/debit
card.

Refund Transaction:

Transaction Detail =

Transaction ID: 40050302010
Transaction Status: Settled Successfully

Refund | Print | [ cClose
Se nformation
Settlement Amount: USD 1.33

Settlement Date and Time: 05-Apr-2017 00:24:53 EDT
Business Day: 04-Apr-2017
Batch ID: 527115694

Authorization Information

Authorization Amount: USD 1.33
Submit Date /Time: 04-Apr-2017 23:23:45 EDT
Autharization Code: H22560
Reference Transaction ID: Not Applicable
Transaction Type: Authorization Cnly
Iarket Type: eCommearce
Product: Card Not Present
Address Verification Status: Street Address: Match Zip: Matched first 5 digits ()
Card Code Status: Matched
CAW Result Code: Not Applicable
Fraud Score Applied: Not Applicable
Recurring Billing Transaction: N
Partial Capture Status: Not Applicable
Customer IP:

Payment Information

Card Type: MasterCard
Card Number: XXXX0652
Expiration Date: XXxXx
Total Amount: USD 1.33

D QuickRefund - Google Chrome

=1 NI R

Refund Transaction

the previous page.

Expiration Date:

Refund Amount: |1.33
Invoice #:
Description: | Crder#

@ Secure | httpsi//account.autherize.net/ui/themes/anat/trans

Click OK to continue this action and Refund this transaction. Click Cancel to abort this action and return to
Customer Name: Michae| WEG—
Enter the amoun
Payment Method: XXXX9652 te € alme t
to be refunded

Payment Amount. USD 1.33

Customer Email:  EE—_—_——C 5 N00.COM

#| Email transaction rec €ipt to customer (if email provided)

OK T Cancel

ction/QuickRefund.aspx?Trans

* Requirad Fields

(Reason for Refund)

If you have your customer’s email address, you can enter it in and put a
checkmark next to “Email receipt” to send an email notifying them of the refund.
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Declined Transactions:

Transaction Details by Settlement Date Report

Transaction Details by Settlement Date:

Click Transaction ID to refund a transaction, view transaction details such as reason for decline, or perform a Rebill.

Download To File | Print

1-4 of 4 results

Trans ID :":lﬁﬁr ;;:::s Submit Date'¥ Customer Card —Y—Pm —Y—Tmrgﬁm Settlement Date —Seglr‘;rgﬁ::
40049964276 Declined E;?ﬁf"gm? il Dustin v KXKKIT34 USD 24.16 33?223201? UsD 2418
40049 Hiecked 413;_:?512917 BN DARVOUSH W HHHKAT 4B USD 6.29 g&g{’ggﬂﬁ UEDE2D
10049508 Declined Eﬁ[%nznﬁ m, v [ — USD 367 ga?grs-gm? USD 367
40049315910 Dlecke ?g':a"ﬁf]fm? — v HAHK24BE USD 3.34 gg:?grégm? UEDEE

1-4 of 4 results

Shows a declined transaction

Transaction Detail

Transaction ID: 40049964276
Transaction Status: Declined (Card declined by issuer - Contact card issuer to determine reason.)

—

Settliement Information

Reason for declined

transaction Settlement Amount: USD 24.16

Settlement Date and Time: 05-Apr-2017 00:24.53 EDT
Business Day: 04-Apr-2017
Batch ID: 627115694

Authorization Information

Authorization Amount: USD 24.16
Submit Date /[Time: 04-Apr-2017 18:3110EDT
Authorization Code:
Reference Transaction ID: Not Applicable
Transaction Type: Authorization Cnly
Market Type: eCommerce
Product: Card Mot Present
Address Verification Status: AvS Not Applicable (P)
Card Code Status: Matched
CAWVY Result Code: Not Applicable
Fraud Score Applied: Not Applicable
Recurring Billing Transaction: N
Partial Capture Status: Not Applicable
Customer IP:

Payment Information

Card Type: Visa
Card Number: XXXX3734
Expiration Date: XX0(
Total Amount: USD 24.16

Clicking the Transaction ID# will provide additional details on why the transaction
was declined.

Typical decline descriptions you may see:

¢ Insufficient Funds: Not enough funds were available on the card

e Do Not Honor/Card Declined by Issuer: Bank or credit card company is not honoring
this card; customer should contact their credit card provider for details

e CVV Verification: Three-digit code provided was incorrect
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TRANSACTION SEARCH

HOME TOOLS REPORTS TRANSACTION SEARCH ACCOUNT

Search for a Transaction @ Help

Select any combination of fields below and click Search. To search across a date range using ALL Settled as the To/From valug, you
must also include another search criteria.

Settlement Date

Options available: All Settled,

From: | ALL Settled v |
To: | ALL Settled v

Unsettled, or an exact date.

Credit Card / Bank Account

Please enter sither full number or last 4 digits only.
Payment Method: | ALL v

Credit Card #: | |
EIanHAcu:ount#:| |

Customer

First Last
Name:l ”
ID: | |

Transaction

Status: | ALL v
ID: | |

Invoice #:| |

Show: results per page

The Transaction Search page provides access to view both settled and unsettled
transactions as well as search within transactions for exact terms, e.g. the name
of the customer.

e All Settled: This will show every settled transaction in your history. This is useful if you're
attempting to locate old transactions by an exact search term.

o Unsettled: Shows any transaction submitted prior to settlement, which occurs at 11:59pm local
time.

e Exact Dates: Shows settled transactions for a specific date or range of dates.
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All Settled:

Search for a Transaction Heln

Select any combination of fields below and click Search. To search across a date range using ALL Settled as the To/From value, you
must also include another search criteria.

Settlement Date

From: | ALL Settied v
To: | ALL Settled v

Credit Card / Bank Account

Please enter either full number or last 4 digits only.

Payment ethac:

Example Searc

Customer
Exact search
First ast
Name: |J”h” H | term of “John”
Transaction

Status: | ALL v

Show:

results per page

Transaction Search Result

Search Criteria: Payment Method [ ALL | ; First Name [John] ; Transaction Status [ALL ] ; From [ 05-Apr-2017 00:24:53 (eCommerce) ] ; To [ 22-Apr-2014 00:26:50
(eCommerce) ] ; Show [10 results per page]

Click Transaction ID to refund a transaction or view transaction details such as reason for decling. Click on column headings to sort

View Rebillable Transactions

results | Mew All | Next
Invoice = Payment Payment Settlement
Trans ID Nimler Trans Status Submit Date¥' Customer Card Method eorh Settlement Date T
Settled 04-Apr-2017 05-Apr-2017 UsD 128

40050238184 Successfuly Eo ot % XXXHAOTS usp 128 Dooees
e 04-4pr-2017 05-Apr-2017 USD 695

40050201387 Successiuly LE Y XOOKX2734 UsDess Doaer2
Settled 04-Apr-2017 05-Apr-2017 USD 638

40050002912 Suceesstuly Fpa ke - chn v XXHATTOS usDeas Jooees
e 04-Apr-2017 05-Apr-2017 UsD 1.20

40049659333 Successiully 2 [ T XXXXBTIS usp 120 Jorer
Settled 04-4pr-2017 05-Apr-2017 UsD 163

40049457048 Successiuly Gpr2 - v XXXXBS1E usD 163 Doaer
etiied] 04-Apr-2017 05-Apr-2017 USD 1688

40049226065 Suceesstuly et . o v XXKXI046 usDies Joaees

Settled

40049069376 Successfully sl .o v HRHHTEDT usD 128 Jooera0TT usb1.z8
e 04-4pr-2017 05-Apr-2017 USD 11.37

40048891544 Successiuly R - A XOOKX2004 usp 11.37 Jaer2

Settled

03 Apr 2017 04-Apr2017 UsD 131

40047967403 Suceesstuly Fra i o v XXHKXEEI8 uspian Gaees
40047715263 i 03-pr-2017 Joh n HHAHEBID usn 141 DApr2017 usb 14t

uccessfully P I Jchn 00:25:55

Example: By searching for “John” in the “All Settled” option, every transaction

with “John” in the customer name will display.
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Unsettled:

Settlement Date

From: | Unsettied v
To: | Unsettied v
Transaction Search Result Help

Search Criteria: Payment Method [ ALL ]; Transaction Status [ ALL ] ;Settlement Date [ Unsettled ]; Show [10 results per page]

Click on a transaction 1D below to void transaction or view transaction details such as reason for decline. Click on column headings to sort.

GO AL v [l View | Download To File

Trans 1D 'I‘"u"':ﬁr Trans Status Submit Date¥  Customer Card —Y—Pm —"'—Tmr";'ﬁ:: _%emem —5‘3‘;';'232:
40050715829 Sefement pree el | v HHXKDOTS USD 415 — USD 4.15
40050715321 Settement " Ceer 2017 — M HHRKETED TSI — USD7.36
40050711239 Shement o pr o7 _ v KKXKTOTS UsD4.40 - USD 440
40050704103 SERmant e Oe-spraoi7 I 00808 VEDATT — USD 4.90
40050690457 Soiement AT wooraEr  USDEST - usD 561
40050696559 Setiement ga%ﬁgnzm? I M XXXX6309 USD120 — UsD 1.20
40050691527 Sohlement S prwe il - M HHHXE436 USD4.40 - USD 4.4
40050690349 Sehtement " e I XXXXB584 USD 1168 — UED T
40060687223 Seliement Fron il | v XXXXSTES USD7E3 - usbr.e:
40050682635 Seement < Os-ser 2017 _ M XXHXEBED USD 144 — LSHE

1-10 of £2 results | View All

Click on transaction ID Pending settlement Blank Settlement Date

for more detail or to shows this is an also shows this is an
void a payment unsettled transaction unsettled transaction

Transaction Detail =
Void Transaction:
Transaction ID: 40050715829
. . Transaction Status: Capturad/Pending Setlement
For an unsettled transaction, in s o
the upper left corner, you will see

ment Information

“Void”. Cllcklng this button will Seftlement Amount. USD 4.15
. . . Seftlement Date and Time:

open a window providing an

option to void the transaction.

Warning!

This transaction will be voided and will not be submitted for settlement
Once a transaction has been voided, you will not be able to modify its status or submit it for settlement.

Note: All voids are final.

Click OK to continue with voiding the transaction, or click Cancel to abort this action.
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ACCOUNT

HOME

TOOLS

TRANSACTION SEARCH ACCOUNT

Settings

Merchant Profile
Billing Information
Statements

Verified Merchant Seal
User Administration
User Profile

Digital Payment Solutions

User Administration
and User Profile are

the only links you
will likelv need

Settings

@ Help

The following sections provide access to your payment gateway integration and Merchant Interface settings. For help with canfiguring
these settings, click the Help link in the top right corner of each settings page.

Transaction Format Settings

Transaction Submission Settings

Virtual Terminal
Payment Farm

Transaction Response Settings

Transaction Version

Response/Receipt URLS
Silent Post URL

Email Receipt

Upload Transaction File Format

Partial Autharization

Receipt Page

Relay Response

Direct Response

FDS Customer Response

Security Settings

Basic Fraud Settings
Card Code Verification
Daily Velocity

General Security Settings
Test Mode

File Upload Capabilities
Transaction Details AP

Mobile Device Management

Address Verification Service

Cardholder Authentication

MD5-Hash

APl Credentials & Keys
Manaage Public Client Key
Partner Deleqation

Do not edit! Doing so may
result in the inability to
process payments

Business Settings

General Information Settings

Transaction Cut-Off Time Time 7one

Sync for QuickBooks QuickBooks Download Report Settings
Motification Settings

Webhooks

User Profile:

Account Owner Profile

James Buttino
Login 10: [ NN

User Role: Account Owner
Title: Crwner Email:

Active Since: 04/21/2014

Phone: 6077336156

User Status: Active | Creation Date: 04/21/2014

Profile and Security Settings

| Change Secret Question and Answer || Change Password || EditProfile Information |

The User Profile allows you to edit your secret question and answer, change your
password, and edit your profile information.
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Change Secret Question and Answer Helo

Account Security Update

*Required Fields

Account security is of the utmost concern at Autharize Met. To help strengthen the security of your account, please select a new Secret
CQuestion and Answer below. We appreciate your understanding as we wark to safeguard your Authorize Net account and prevent
fraudulent access.
Secret Question: In what city or town was your first job?
Secret Answer. *

MNew Secret Question: |- Select One — v
— SelectOne —

Ifyou could meet with anyone, real or fictional, who would it be?
Confirm New Secret Answer: | If you could play any sport professionally, what sport would it be?
‘Who was your favorite teacher in school?

Who is your favorite author?

‘What is your favaorite fruit?

What is your Grandfather's first name?

‘What is your best friend’s middle name?

Whao was your first employer?

What was the make of your first car?

MNew Secret Answer:

An Xpress-pay representative will provided a security question and answer during
the boarding process. If you wish to change this, click the “Change Secret
Question and Answer” button.

Change Password Fel

Password

*Required Fields

Provide your current and new Passwords and then click Submit. Your new Password should be at least eight characters in length,
contain upper and lowercase characters, and at least one number andfor symbaols {(such as @. 5, # %). You can further strengthen the
security of your account by changing your Password periodically.

Current Password: *
New Passward:

Confirm New Password: *

Submit Cancel

You will be provided with a password by
a representative of Xpress-pay during change your password every

the boarding process. If you wish to Re\P‘Q“\ 60 days. We recommend

Authorize.net requires you to

change this, you will click the “Change logging in at least once a

Password” button and follow the TP week, it will alert you when
. . it’s close to expiring.
Instructions.
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Edit Account Owner Profile Information Help

James Buttino
Login 1C: [ [

User Information

First Name: James *  LastName: Buttino *
Title: |Cwner *
Phone: |G077536156 *  Extension:
Email Address 1: | NG *

Email Address 2:

Email Notification Settings

Selectthe email notices you would like the user to receive. The user may edit these settings.

General Payment Gateway Emails
4 Administrative Announcements

Technical Notices

L4 MNew Products and Fromotions
L4 MNewslettars
L4 Mobile Device Pending Notices

Transaction Emails
Transaction Receipt
Upload Transaction Receipt
Upload File Summary Report
Credit Card Settlement Report

Specify Email Reply-To Address

v lUse this email address as reply-to.
Mote: To edit this setting, ancther account user must be configured as Email Reply-To Address.

[ Submit I Cancel |

Edit Profile Information allows you to update your name, title, telephone number,
and email address. Keeping your email address up-to-date is important in case
you ever need to reset your password.

A representative of Xpress-pay will configure this for you during the boarding
process. You can use this page to make any changes on the types of email
notifications you receive.
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User Administration:

User Administration =

Systems East, Inc.

Paymant Gateway 10- [ HNEG=NGNG
Reference |D: [ I |

& Locust Ave users click here Phone: 6077536156
Cortland, MY 13045 Fax:

| Active Since: 04/21/2014 | Billing Balance: 0.00

Add additional

Billing Status: Current

Select + Add Usertoc
like to perform an agkon.

a new user account, or select the radio button next to the user you would like to edit or for which you would

+ Add User | Edit User | - Delete User | Reset User Password | Reset Secret Answer
Name Type Status
James Buttino Account Owner Active

The User Administration page allows you to add, edit or delete users.
Administrators with elevated access may also reset user’s passwords and secret
answers.

If you need to add additional users, click on the +Add User link and follow the
instructions. The new user will then receive a temporary password and additional
instructions by email.

This guide was authored and is being provided as a courtesy of the Xpress-pay
Team. It contains a synopsis of information you’ll commonly need in the course of
accepting ePayments.

For additional assistance, please contact the Authorize.net Support Department at
(877) 447-3938. For security reasons, you will be asked for the Gateway ID to
which your account is registered. You can find this information under Account >
Merchant Profile page, located under your company name. Please have this
information available before calling.
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